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40 questions, 45 points

1. 	 (1 point) In addition to automation, what else applies at all 
phases of software delivery in a DevOps project?

a.	 Monitoring
b.	 Manual testing
c.	 Development and testing
d.	 User acceptance and validation

 
A is correct. In addition to automation, monitoring is required during all 
phases. QDO-1.1.1 (K1) Recall key concepts of DevOps 

2. 	 (1 point) In a DevOps project, how does testing normally 
influence the wall of confusion?

a.	 It makes the wall stronger
b.	 It makes the wall more understandable
c.	 It breaks down the wall
d.	 It rebuilds the broken wall

 
C is correct. Testing is usually seen as a force that can help break down 
the wall of confusion in a DevOps project. QDO-1.1.2 (K1) Recall the wall 
of confusion concepts in DevOps 
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3. 	 (1 point) Which of the following is a delivery performance DORA 
metric used to measure stability?

a.	 Change lead time
b.	 Deployment frequency
c.	 Failed deployment recovery time
d.	 Scalability

 
C is correct. This is the time it takes to recover from a failed deployment 
and indicates the quality of changes delivered. A and B are metrics 
related to throughput. D is a metric for operational performance 
related to reliability. QDO-1.1.3 (K2) Explain DORA metrics of delivery 
performance and operational performance 

4. 	 (1 point) How does the goal of “everything as code” fit into 
CALMS?

a.	 Culture
b.	 Automation
c.	 Lean Measurements
d.	 Sharing

 
B is correct. This is a part of automation in automating everything that 
can be automated. QDO-1.1.4 (K2) Differentiate the elements of CALMS 
in terms of quality assurance 
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5. 	 (1 point) How does QA help with the Flow element of the three 
ways of DevOps?

a.	 Ensuring smooth code progression through test-first approaches
b.	 Implementing rapid result loops via continuous test automation
c.	 Prioritizing the testing of new features over regression testing
d.	 Organizing quality hunts to promote whole team ownership of 

quality

 
A is correct. This is a way to streamline the flow of work by ensuring the 
quality is always high right from the beginning. B is Feedback. C and D 
are Continuous Learning. QDO-1.1.5 (K2) Explain how quality assurance 
supports the three ways of DevOps 

6. 	 (1 point) How does a DevOps project result in higher quality 
software deliveries?

a.	 Only the best and brightest developers can work on DevOps projects
b.	 Testers outnumber developers by at least 3:1 on DevOps projects
c.	 User needs change quickly, so delivery velocity is increased to get 

new features out
d.	 Quality is assessed at every stage so issues can be detected and 

resolved early

 
D is correct. Quality is assessed at every stage of development, 
deployment and production. A and B are not true. C is correct that 
delivery velocity is faster, but that alone does not result in higher 
quality. QDO-1.1.6 (K2) Explain the benefits, risks, and pitfalls of 
DevOps 
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7. 	 (1 point) Which of the following is the correct set of core roles in 
a DevOps team?

a.	 User, Business Analyst, Developer, Product Owner, Operations 
Engineer

b.	 Business Analyst, Developer, Tester, Operations Engineer
c.	 Tester, Operations Engineer, Developer
d.	 Developer, Operations Engineer

 
B is correct. These are the core roles in a DevOps team. QDO-1.2.1 (K2) 
Distinguish the DevOps team roles 

8. 	 (1 point) Service level objectives (SLOs) and service level 
indicators (SLIs) are required to meet Service level agreements 
(SLAs). These measurements are used in which of the following 
aspects of a DevOps project?

a.	 Quality engineering
b.	 Development and deployment
c.	 Quality characteristics
d.	 Site reliability engineering

 
D is correct. These help to determine if the site is ready and working. 
QDO-1.2.2 (K2) Explain the concept of site reliability engineering (SRE) 
related to DevOps 
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9. 	 (2 points) Your DevOps team has embraced the “automate 
everything you can” approach. Despite the team’s recognition 
of the need for automation, the actual automation tasks have 
all been assigned to the testers. Unfortunately, the testers do 
not have the needed skills to create test automation within the 
DevOps pipeline. Which people-related quality practice should 
be implemented?

A.	 Pair programming
B.	 A focus on continuous improvement by the entire team
C.	 A collaborative working environment, including pair testing with 

developers paired with testers to develop the automation
D.	 Correct and timely implementation of the functional and non-

functional software quality characteristics in the software being 
developed, and regular monitoring of quality via defect metrics

 
C is correct. The collaborative working environment is lacking in 
this example. By creating better collaboration via pair testing, the 
relationships will be built, and the skill sets of the testers can be 
developed. A is not correct because the issue is not with the quality of 
the developed code. B and D are not necessarily needed because quality 
issues are not indicated. QDO-2.1.1 (K3) Implement quality assurance 
activities in a DevOps context 
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10. 	 (1 point) DevOps is an extension of which SDLC mindset?

a.	 Agile
b.	 V-Model
c.	 Waterfall
d.	 QE, QC, and QA

 
A is correct. It’s an extension of the Agile mindset, particularly in the 
principle of flow. QDO-2.1.2 (K2) Compare test objectives that support 
DevOps with sequential development models and Agile software 
development 

11. 	 (1 point) Which of the following is a core principle of continuous 
testing?

a.	 Fail fast and frequently
b.	 Test early and often
c.	 Improve each iteration
d.	 Apply industry standards

 
B is correct. QDO-2.1.3 (K2) Explain continuous testing in the context of 
DevOps 
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12. 	 (1 point) Which of the following is an activity that helps to 
encourage collaborative development of code?

a.	 Pair testing
b.	 Pull requests
c.	 Test-first development
d.	 Retrospectives

 
B is correct. QDO-2.1.4 (K2) Explain how pull requests support quality 

13. 	 (1 point) Which of the following is an accurate description of 
continuous discovery?

a.	 Investigating to determine what valuable functionality to develop 
next

b.	 Build the entire set of software and run comprehensive static and 
dynamic tests

c.	 Ensuring the software is always in a state where it is ready for 
deployment to an environment

d.	 Enabling features to be turned on after the software has been 
deployed

 
A is continuous discover. B is continuous integration, C is continuous 
deployment, and D is release on demand. QDO-2.2.1 (K2) Explain quality 
assurance and testing in continuous discovery and its practices 
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14. 	 (1 point) Which of the following is an accurate description of 
continuous integration?

a.	 Investigating to determine what valuable functionality to develop 
next

b.	 Build the entire set of software and run comprehensive static and 
dynamic tests

c.	 Ensuring the software is always in a state where it is ready for 
deployment to an environment

d.	 Enabling features to be turned on after the software has been 
deployed

 
B is continuous integration. A is continuous discovery, C is continuous 
deployment, D is release on demand. QDO-2.2.2 (K2) Explain quality 
assurance and testing in continuous integration and its practices 
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15. 	 (1 point) How does continuous delivery differ from continuous 
deployment?

a.	 Continuous deployment automatically deploys every change that 
passes its automated tests to production, where continuous delivery 
deploys the code to any selected environment and may not be fully 
automated

b.	 Continuous delivery is designed to execute the entire test pipeline 
before approving a commitment to the main branch of code and 
then re-execute the tests once the code has been committed via 
continuous deployment

c.	 Continuous deployment automatically deploys every change that 
passes its automated tests to the non-production environments, 
where continuous delivery deploys the code to production and may 
not be fully automated

d.	 Continuous delivery is designed to work with continuous 
deployment by executing the tests in the pipeline and checking the 
results prior to handing the code to the continuous deployment to 
deploy the code to the target environment

 
A is correct. QDO-2.2.3 (K2) Explain quality assurance and testing in 
continuous delivery and its practices 
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16. 	 (1 point) Your team is working on software that must be 
available in November to be ready for Christmas. It cannot 
be released prior to November 1st. The software will actually 
be ready for deployment on August 31st. What activity in the 
DevOps loop should be used to control this release?

a.	 Continuous release
b.	 Release on demand
c.	 Coordination by committee
d.	 Continuous deployment

 
B is correct. This is an example when the software could be released in 
August, but the feature is not turned on until November 1st. QDO-2.2.5 
(K2) Explain quality assurance and testing in release on demand and its 
practices 
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17. 	 (2 points) Your CI/CD pipeline is significantly impaired by the 
lack of properly configured test environments. You are unable 
to ensure that a test environment has been built correctly and 
contains the correct data. You are working on implementing 
the automated build and deployment process, but the current 
manual configuration of environments will not be reliable 
enough to work with an automated pipeline. What should you 
investigate to complete this step in the pipeline setup?

a.	 Defining the walking skeleton
b.	 Automating the commit and testing of the committed code
c.	 Controlling the setup via IaC or virtualization 
d.	 Automating the acceptance testing

 
C is correct. Since the environments are unreliable, generating the 
environments via infrastructure as code (IaC) or virtualization will make 
them more consistent and usable within the pipeline. QDO-2.2.6 (K3) 
Apply quality assurance and testing knowledge to implement a CI/CD 
pipeline 



- 13 -Copyright ASTQB,  
All Rights Reserved

ISTQB Quality in DevOps v1.0  Sample Exam Answers

18. 	 (1 point) Which of the following artifacts should be stored in a 
version control system?

a.	 Code
b.	 Defect reports
c.	 Notes from retrospectives
d.	 Feedback from users from each acceptance test

 
A is correct. B is not correct because defect reports should be stored 
in an information management system. QDO-3.1.1 (K2) Explain how a 
single source of truth for testware supports quality assurance 

19. 	 (1 point) If you want to track the versions of a set of test cases 
against the version of the requirements, what is the best tool to 
use?

a.	 Record and playback
b.	 Information management
c.	 Release management
d.	 Infrastructure as Code (IAC) 

 
B is correct. This is a case where information management tools can 
track particular versions of test cases against particular versions of the 
requirements. This information can be important to determine coverage 
of the requirements based on this traceability. QDO-3.1.2 (K2) Explain 
how automation supports traceability between the test basis and 
testware 
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20. 	 (2 points) You are working with a DevOps team that is arguing 
over the quality of the software. You have determined that the 
results of only the automated tests are being shared with the 
team. These are only the numbers of passed/failed tests for 
the latest execution. The testing team is seeing that there is a 
downward trend in quality in both the manual and automated 
test results. You have figured out how to collect data from the 
test management and defect tracking systems to help balance 
the information. What else should you do to convey the proper 
information to the team?

a.	 Email them access to the database where all the numbers are stored
b.	 Review the security compliance as well, and include those numbers 

(1-10, with 10 being the best compliance)
c.	 Implement dashboards that will convey the information in a more 

easily consumed format and implement trend charts
d.	 Hold weekly meetings to review the raw numbers and ensure that 

actions for improving quality result from those meetings

 
C is correct. The data is all available, but it’s just not being reported 
effectively, so it can be easily consumed by the team. QDO-3.1.3 (K3) 
Implement uniform quality reporting practices in the CI/CD pipeline 
with information from both automated testing and manual testing 
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21. 	 (1 point) How can automated data validation help with testing?

a.	 It can remove the need to test for invalid data
b.	 It can generate valid and invalid data for testing
c.	 It can ensure that the data being used is correct and conformant
d.	 It can organize and store the data in the version control system

 
C is correct. QDO-3.1.4 (K2) Explain the benefits of test data 
management automation 

22. 	 (1 point) Your team has just started using DevOps for a new 
product. The team is very happy with the results and wants to 
continue using DevOps for the next project. How can statistical 
analysis help confirm that DevOps is the right way to go?

a.	 By conducting a detailed analysis of the defects found during testing
b.	 By developing traceability matrices
c.	 By comparing the results across multiple projects to identify trends
d.	 By determining who is the highest performer in the team

 
C is correct. While this is great news that the team is happy, more data 
is needed across projects to make sure there is a trend toward higher 
quality. QDO-3.1.5 (K2) Explain the benefits of statistical analysis of test 
results over long periods of time 
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23. 	 (1 point) What type of failure should be eliminated when the 
test environments are controlled and standardized?

a.	 Failures caused by incorrect configuration
b.	 Failures caused by invalid test cases
c.	 Failures caused by tester error
d.	 Failures caused by vague requirements

 
A is correct. A standardized and controlled environment will eliminate 
failures that are caused by the configuration of the environment 
being incomplete or wrong. QDO-3.1.6 (K2) Explain the benefits 
of standardized, controlled, and automated test environment 
management 

24. 	 (1 point) How are regression tests normally built?

a.	 They are created to be part of the regression test set
b.	 They are created to test new functionality and are then adopted into 

the regression test set
c.	 They are created primarily to cover defect scenarios rather than 

functionality
d.	 They are created based on user feedback for the most commonly 

used end-to-end processes

 
B is correct. Regression tests usually start as tests for new functionality 
and are then adopted into the regression test suite after the 
functionality has been tested. QDO-3.2.1 (K2) Explain how regression 
testing integrates into various CI/CD pipeline activities 
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25. 	 (2 points) You have recently deployed a set of microservices. 
These are used by applications that are developed by other 
teams. You have tested the microservices, and there are no 
residual significant known defects. Despite this, the other 
teams are complaining that the APIs “are not working”. You 
have investigated further, and it turns out the other teams are 
flooding the APIs with malformed and incorrect data, including 
invalid headers, and are expecting status codes that are not 
supported.  
 
Given this information, what should be implemented for the 
APIs that would allow you to do more targeted testing of the 
expected transactions?

a.	 Contracts
b.	 CI/CD pipeline
c.	 Standard API structure
d.	 Reliability indicators

 
A is correct. Contracts should be implemented in the APIs so the other 
developers know what is expected for the APIs. Contract testing can 
then be conducted to ensure that all transactions that meet the criteria 
in the contract are processed correctly and those not meeting the 
criteria are rejected appropriately. QDO-3.2.2 (K3) Prepare API testing 
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26. 	 (1 point) What capability does test automation rely on to 
execute in multiple environments?

a.	 A/B
b.	 CI/CD
c.	 IaC
d.	 BDD

 
C is correct. Infrastructure as Code is required to create and tear down 
the test environments needed by the automation during the various 
development phases. Without IaC, environments become too costly and 
time-consuming to maintain. QDO-3.2.3 (K2) Compare the extent of test 
automation in DevOps to Agile software development and sequential 
development models 

27. 	 (1 point) Which of the following is an example of a manual test 
type that is used in a DevOps project?

a.	 Exploratory
b.	 Story slicing
c.	 State tables and diagrams
d.	 Feature toggles

 
A is correct. Exploratory is a manual test type that is often used to 
accompany the test automation in a DevOps project. QDO-3.3.1 (K2) 
Give examples of manual tests for a DevOps organization 
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28. 	 (1 point) How can a CI/CD pipeline enable exploratory testing?

a.	 By executing the exploratory tests based on the charters
b.	 By building the test environment in which the tests will be executed
c.	 By creating the test charters and test cases
d.	 By providing a full regression test suite

 
B is correct. The CI/CD pipeline should have an automated way to build 
test environments, and these can be used for exploratory testing. 
A and C are not correct because there is no automated execution or 
development of exploratory tests. D is not correct because this isn’t a 
factor in exploratory testing. QDO-3.3.2 (K2) Explain how exploratory 
testing can work with a CI/CD pipeline 

29. 	 (1 point) Which of the following is the best situation to use 
crowd testing?

a.	 The team has already defined test cases and personas for the testing
b.	 The product requires specialized knowledge to use it effectively
c.	 The development has been confidential because the market is highly 

competitive
d.	 The users are worried about the usability and effectiveness of the 

software

 
A is correct. Crowd testing requires defined test cases and personas, and 
since these already exist, it won’t be a huge burden to create these. B 
and C are reasons you shouldn’t use crowd testing. D is not correct and 
would be better served by conducting quality hunting sessions with 
the users. QDO-3.3.3 (K2) Explain how crowd testing can support the 
culture of feedback 
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30. 	 (2 points) Your stakeholders are really worried about the 
quality of the new product your team is developing. They feel 
they have not had enough time to become familiar with the 
software, and they worry that the requirements are not aligned 
with their real needs. How can you get feedback from the 
users, help them to learn about the software, and lead them to 
interact with the software in a positive way?

a.	 Plan and run a set of exploratory test sessions with the users, 
emphasizing looking for defects in the end-to-end processes

b.	 Create a quality hunting session where the users can investigate the 
quality level while enjoying the testing

c.	 Gather information from the users to create test cases and personas 
to use in crowd testing

d.	 Conduct an information sharing session with the users and testers to 
review the test artifacts and defect reports

 
B is correct. This is the best way to build a positive experience for the 
users and get them to focus on quality rather than problems. A is not 
correct because this will only reinforce their opinion of what doesn’t 
work rather than what does work. C is not correct because this will not 
help the users. D is not correct because this will probably emphasize 
what doesn’t work and will not encourage the users. QDO-3.3.4 (K3) 
Apply quality hunting events to support the culture of learning 
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31. 	 (1 point) IaC is assigned to which tool category?

a.	 Information management
b.	 Continuous integration
c.	 Environment management
d.	 Telemetry

 
C is correct. QDO-4.1.1 (K1) Recall the capabilities of tools in DevOps 

32. 	 (1 point) Which of the following is a tool type that supports the 
general testing activities throughout the SDLC?

a.	 Static analysis tools
b.	 Performance testing tools
c.	 Security testing tools
d.	 Configuration management tools

 
D is correct. Configuration management is important for ensuring 
consistency in environment settings and application configurations, as 
well as for versioning the source code and test cases. QDO-4.1.2 (K2) 
Explain the tools supporting quality assurance and testing in DevOps 
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33. 	 (1 point) Which of these non-testing activities is responsible for 
maintaining a shared repository of the code?

a.	 Source code management
b.	 Static analysis
c.	 Coding standards
d.	 CI/CD pipeline configuration

 
A is correct. QDO-4.2.1 (K1) Recall the non-testing activities within the 
CI/CD pipeline 

34. 	 (1 point) You are working with a DevOps team that prefers to 
release new products to a subset of the total user base. These 
users are selected based on their location, with Southern 
California being the usual preferred set. What type of release 
strategy is this?

a.	 Sunshine release
b.	 Sundown release
c.	 Canary release
d.	 Condor release

 
C is correct. This is an example of a canary release strategy where a 
subset of the users is first exposed to the change so quality can be 
validated before a bigger rollout. QDO-4.2.2 (K2) Explain the different 
key release strategies in DevOps 
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35. 	 (1 point) With IaC, what is treated as software?

a.	 Builds 
b.	 Deployments to production
c.	 Infrastructure
d.	 People

 
C is correct. QDO-4.2.3 (K2) Summarize the concepts of infrastructure as 
code 

36. 	 (1 point) Your team wants to deploy software with a new 
feature, but they do not want users to access the feature 
yet. What should be implemented to enable the code to be 
deployed?

a.	 Source control
b.	 Configuration management
c.	 Feature toggles
d.	 Smell detectors

 
C is correct. QDO-4.2.4 (K1) Recall feature toggles as a way to separate 
deployment from release 
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37. 	 (1 point) What branching strategy is being used when code is 
developed on a branch that is deleted after the code is merged 
via a pull request?

a.	 Tree-based development
b.	 Trunk-based development
c.	 Feature branches
d.	 Roots

 
C is correct. This is a feature branch. QDO-4.2.5 (K1) Recall branching 
strategies 

38. 	 (1 point) Which of the following is best suited to determine how 
a system responds when it is under stress?

a.	 Failure modes and effects analysis
b.	 Configuration management
c.	 Feature toggles
d.	 Chaos engineering

 
D is correct. QDO-4.2.6 (K1) Recall chaos engineering 
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39. 	 (1 point) You have a new website that has just been launched. 
You want to track how many people click on “forgot password”. 
What should you use for this?

a.	 User telemetry
b.	 Chaos engineering
c.	 Endpoint telemetry
d.	 Chaos tracking

 
A is correct. QDO-4.2.7 (K1) Recall telemetry and observability 

40. 	 (1 point) How are containers stored?

a.	 As a set of manual instructions to be executed as needed
b.	 As a device in the test lab controlled by a system administrator
c.	 As a device in the cloud controlled by the cloud provider
d.	 As code in the configuration management system

 
D is correct. QDO-4.2.9 (K1) Recall containerization 
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